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Business VolP Buyers
Guide

The purpose of this white paper is to provide a roadmap for
businesses tounderstand and assess their VolP options.
The roadmap lays out the primary drivers behind a business’
decision to move to YolP, the basics of the technology, the
considerations you should be aware of before ernbarking on
aVolP project,and the types of implementations that your
business might undertake.

Armedwith this information, the reader will gain the ability to
decide if andwhen the time is right to start a VolP evaluation
and how to go about it in an educated matter. With the
plethora of options and entry points available today, that time
s most likely now.

This paper follows some basic steps in the evaluation process:

Understanding why business VolP has become so popular
- Business Drivers

Cost analysis

Basic and brief VolP technology overview

Planning considerations - common areas of challenge
Available deployrment options and a comparison of
strengths andweaknesses

There are inserts and callouts along the way aswell as simple
ilustrative diagrams to help explain things and keep therm
simple yet informative.

VolP Business Drivers
‘Whereas the residential VolP market has clearly been driven
by price, features and benefits are clearly driving the business
market.

Three major categories of VolP Features and Benefits will be
explored in the following section:

Productivity
Mobility
Disaster Recovery / Business Continuity

Wewouldn't be realistic if we didn’t take cost into consideration
as a business driver {or least a “decision justifier”). The above
sections are followed up by a discussion on VolP cost reduction
and analysis on Total Cost of Ownership.
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Productivity Application Control and Integration

Frost & Sullivan claims that productivity and efficiency Application control and Integration enables users to control
benefits areviewed as key drivers for VolP adoption by thelr individual settings, volcernall and handset options from
nearly 30% of respondents in mid-sized businesses in North atypicalweb browser. Application integration allows users
America. But what are these benefits andwhy are they toinitiate and accept calls from inside of applications that
driving this quick adoption? are already familiar to them such as Internet Explorer and
Outlook. Users “click” to dial these telephone numibers for
Some of the most commonly reported productivity seamless Integration and maximum ease of use.

enhancing ViolP features are as follows:

Find me / Follow me Softphone Application

Generally controlled by individual end-users, Find me ./ Softphones, sometimes called soft clients, allow users to

Follow me allows for call routing based onthe user'sdesireor  treat thelr PC as a phone handset, using it to dial and control

avallability. As an example, auser can set their extensionto calls. The user interface Is generally through a headset

ring their desk phone two times before atternpting to reach or other device plugged Into a mobile laptop or PC. The

the user on their cell phone or at thelr home number or both. softphone then acts as a duplicate extension of the user's
regular office phone regardless of where they are, providing

This Is cormmanly called “sequential ring”. “Simultaneous all of the functionality of thelr office systern while on the road.

ring” Is also avallable where all designated numbers are

dialed at the same time.

According to Infonetics Research, the number of seats for hosted business

VolP services Is on track to more than double between 2012 and 2016.
- Infonetlcs Research’

The actual ring to number remains hidden to thecallngparty  Lnifled Messaging (LIM)
at all times for elther application. Thisand similar features UM is generally considered as the merger of voicemnail, email

are typically controlled via a web browser application. and fax, delivered to one emall inbax. Voicemalls come in as
an .mp3 file and users “click” to hear volcernails through the

Arywhiere Phone Murmber Mobllity / Fixed Mobille audio on their PCs aswell as to call back selected parties in

Convargence any particular order. Volcernall .mp3 files can be forwarded in

Similar to Find me / Follow mie, this functionality incorporates  emaill and saved for future reference.
the ability to take vour office telephone number amywhere

with youwithvia the above process or with another VolP Conferencing and Collabaration

handset or softphone. Outbound calls on the softphone Browser based “click through™ user set up and control for
or VolP phane will show the appearance of coming from audio,web and/or video conferencing including document
the office regardless ofwhere the user Is located, With sharing and on-screen collaboration.

this option, organizations can actually have a distrbuted
workforce working at home or on the road and still appear to Mo need for additional hardware, software and conference
be n one office with all of the same functionality. scheduling. While many users do immdiately find this

More >
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compelling, this will be one of the maljor drivers in future
applications.

The above features and benefits result in productivity

and performance gains. While these potential gains are
difficult todeny, they are somewhat difflcult to specifically
guantify in a financlal business case for making a move
toVolP. Mary business owners and financial decision
rnakers cling to the belief that if users do not have features,
or are not asking for thern, that there is no financial benefit
In imvesting inthem. Alongwith many other technology
declsions, that thought process Is clearly changing. Declsion
makers are now asking “how can lenable my employees
and partners to do more and be more productive with new
technologies?” Productivity and convenience features are
evaluated first and then rationalized with cost analysis.

Maobllity

According to an updated forecast from International Data
Corporation (IDC), the Americas reglon —which Includes
the United States, Canada, and Latin America — will see
the number of mobile workers grow from 182.5 million in
2010 to 2121 milllion in 2015, North America has the largest
number of maobile workers In this reglon, with 75%6 of the
workforce mobile in 2010, Stacy Croolk, senior research
analtyst for IDC's Mobile Enterprise Research program say's,
“Qur forecast shows that the worldwide mobile worker
population will Increase from just over 1 billion in 2010 to
more than 1.3 billion by 2015

-lDCc?

Migration to the mobile office is an inevitable event in

the future of every business. Businesses can choose

to fight the trend or embrace its hold on the American
worker. Employees look forward to a future of flexible
wiork hours, flexible locations and the convenience of
ubiguitous access to business applications. Businesses
who embrace this trend can look forward to a distributed
butvery engaged work force with more productive time
throughout the day. This trend will certainly continuewith
the anticipated workforce proliferation of “echo boomers™ =
a younger workforce whowill become major drivers of new
applications andwork styles.

Because VolP Is deliverad over IP (Intermnet Protocol),
phone system features can be extended to any location
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with an Imternet connection or WAN connection back to
the host. As aresult, small offices and home users can
have the same featuras as users at the headquarters (or
large corporations! ) without the expense of local PBX
equipmeant.

Call center operations can utilize remote workers or
contractors ina single unified call center operation. In
essence, the business can operate virtually and more
productively. How far the business takes the “virtual” office
is limited only by their imagination and commitrment. The
productivity enhancing features discussed above are what
enable easy rmobility of the workforce,

P

. Telecommutars

THE MOBILE
WORK FORCE
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Disaster Recovery and Business Continulty
It's safe to say that over the last decade, increased geo-
political and geo-physical events are disrupting the
workforce more frequently while pressure from corporate
compliance regulations have increased. This has resulted
In Increased business interest in disaster recovery and
business continuity plans. While many businesses have
same form of DR plan for their data operations, they may
not have fully vetted plans for the continued operation

of their volce sarvices in the event of adisaster. Thisis
the fundamental difference between Disaster Recovery
and Business Continuity. Since most PEXs reside at the
customer premise, an on-site disaster or simple carrier
outage effecting either the PEX equipment itself or voice
connectivity into the premise, effectively disconnects that
location from the rest of the world. Custormners and vendors
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calling that location are met, unceremoniousty, with a “fast
busy™. 'While it Is true that many voice carriers pravide line
forwarding options, a manual operation must be requested
by the business and executed by the carrier for this to take
place. Inaddition, while this plan may tempaorarily relisve
the*fast busy” issue, it does not provide for continued
operation and availability of voice senvices to employvees
should the disaster last for any period of time. A single day
without the use of thelr extension can effectively render
information workers and salespeople completely useless.

Depending on the size of your operation, that cost can range
frorm several thousand dollars to several million.

The *“virtual” nature of some Vol systems provides optlons
to address this problem. 'While different types of VolP
implermentations can address this issue with different
levels of effectiveness (sea VolP Implementation Options),
nearly all VolP implernentations offer sorme form of disaster
recovery - from shared configuration betwesn P PBXs

at multiple locations to Network-based options that do

not reside at any of the businesses’ sites. In addition, the
mobility features discussed above can also be considered
a Business Continuity benefit. Quite simply, if a location is
unavailable for a period of time, employees can simply go
home, taking their phone or using a soft client to remain
productive and avallable at thelr extension without the rest
of theworld even knowing there was an issue.

Serwiors AIT rasly Feairedeg '
vl it o e i
Lefevmes camnechrily o e
wvand of & privafe Ans, pawerr o7 |

ol usag. Resrton |x ‘ﬁ

Lower Total Cost of Ownership (TCO)

TCO is an often overused and misunderstood concept.
Many financial decision makers consider TCO as a soft

or sunk cost argument towards making an expensive
technology decision. And while a poorly formed argument
cansurely seermn that way, VolP can offer a truly quantifiable
TCO that Is generally equal to or lower than the traditional
TDM altemative.
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TCO calculations can vary greatly based on the type of
Implementation { Traditional vs IP PBX, on sitevs Hosted
PEX). Thesevariationswill be explained later in this paper.
So let's start with the general TCO of a PEX (VoIPvs Legacy
PBX technologles).

The general TCO of a PEX includes the following

cnfmmerﬂﬁ.
Purchase price of the systern (lease or buy)

«  Installation cost of the systemn
Maintenance Costs (generally an annual contract of
approximately 15-20% of the purchase price)

+  MACs (Moves, Adds and Changes) — the process
of adding or delaeting a ling, setting up a new user or
feature, moving someone, etc. (roughly 125 one-time
per MAC)
Monthly telecommunications costs — Local, Long
distance, ete.

«  Intemnal costs — staff time managing the solution,
walting for MACS,
training, etc.

«  Soft /Productivity Increases (not included)

While systern and installation costs are similar, there are
several key areas where VolP will provide a better TCO than
Legacy PBXs:

The first area of dramatic cost savingsis in the cost of
MACs (Moves, Adds and Changes). Depending on the size
of an operation, MACSs can be a large and inconsistently
occurring expense. However, an IP telephone’s netwaork
address [s tled to the device itself, not the port it plugs into
(like a traditional handset). As aresult, VolP handsets

can be moved from location to location, and the user's
extension and featureswill follow them—whether the user
has moved to a different office location or taken their phone
home. Users can move themsebves or use a deslgnated
non-technical contact instead of calling thelr PBX vendor,
walting and then paying for themn to *hardwire” the new
changes. At anaverage cost of $125 per MAC, this can add
upvery quickly In most businesses.

The second area of cost savings s iIn monthly
telecornmunications services cost.  There are two primary
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reasons. First, the delivery of voice over IP allows for
aconverged delivery ofvoice (local and long distance
sevices), Internet access and possibly WAN services.
Since all services are IP based, carriers offer consolidated
services over fewer physical connections to service VolP
endpoints. Depending on your local configuration and
your carier's capabilities, this alone can have a dramatic
effect on monthly costs. Second, businesses with multiple
locations can experience reductions in usage between
locations by maoving those packets over the company’s
Wide Area Network (WAN) effectively eliminating carrier
per minute charges for communicating from site to site,

Some praviders may also “bundle” telecommunications,
Internet andVolP PEX services and fees into one package.
This enables the business to consolidate many variable
expenses into one. While wewon't automatically say this
enables lower TCO as there are many variables, we will say
that this current trend and commonty available products do
indicate so.

Ranging over into the “soft” cost side of TCO, businesses
need to consider the internal costs related to managing the
PBX salution. While many firms simply outsource all work
related to their PBX, there is abways some degree of an-site
management. Inmid-sized businesses, there may be an
individual or team of individuals managing the Legacy PEX
solution.  This knowledge is generally not required in other
areas of the business. VolP systems are obviously IP-based,
and as such easily fold in the domain of the I T department.
A converged architecture allows for maximurm utilization of
available resources, and limits the businesses’ dependence
on specialized, and not always necessary, PFEX skill sets.

Lastly, certain types of VolP implementations can offer TCO
advantages in the areas of purchase, installation costs and
ongoing maintenance. This will be explored further in the
YolP implermentation options section.
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VolP Technology Overview
Definitlon
VoIP is the transport of packetizedvoice traffic onan P
(public or private) transport facility with or without other
typesof data. The voice signal is samipled, compressad
and encapsulated into IP data packets to allow it to be
switched or routed along with other data packets across the
LAM or WARN.

CODECs

CODECs (Comprassor De-compressor ) convert audio
signals imto a digital format and compress for transmission.
The most commonty used CODEC standards for WVolP
transmission are G711 and G729

G
+  B4K (standard) compression algorithirm for
encoded speach
+  Total bandwidth required with overhead = 93
Kbps

G729a
+  Compresses BkHz audio signals and encodes
them for transmission at 8 Kbps
+  Total bandwidth required with overhead = 28.8
Kbps
+  This level of voice compression allows for over
subscription and greater service efficiencies

Enterprises have reported saving
more than 40 percent on thelr long

distance costs by packetizing thelr
wide area volce traffic.
- Gartner?

Either CODEC provides for a significantly more efficient
network infrastructure than traditional TDOM networks. By
“packetizing” voice into streams of 28.8kbps to 93kbps,
voice conversations can travel the same network utilized for
Internet and WAN traffic, eliminating traditional POTS lines,
PRI or voice tie lines and allowing for more efficient use of
available bandwidth.
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Toavoid the problems of jitter, packet loss and delay — a
thorough network assessment should be performed to
ensure there is sufficient bandwidth (LAN and WAN) and
control for the introduction of IPvoice.
Paiy particular attention to links where traffic transitions
from LAM toWAN
Conduct a complete network inventory and understand
the current bandwidth consumption of existing
applications and services aswell as future calling traffic
patterns
Abhways give precedence tovolce packets on the network for
timety delivery (for more information on packet prioritization,
known as QOS (Quality of Service), please refer to the
BvolvelP Whitepaper: End to End Service Level Managament
in the Wide Area Network.

Security
With legacy TDM,voice systems weren't affected by IP
related threats. Because VolP is implemented on the IP
network, using IP standards, it is subject to the same security
vulnerabilities as the rest of your businesses’ IP-basad
systermns such as servers, routers, switches, firewalls and
databases. In addition to the normal security threats, here are
su’netvplcal\iblpaﬁected threats:
Invasion of privacy through eavesdropping on
cormversations
High-jacking of VolP service for unauthorized use
Malicious attacks — Denial of Senvice (this can now
disrupt voice services)
The good news is that there are no significant VolP
specific protections that need to be put in place other
than an effective organizational security policy that
includesvolP centric systerns and services along with
legacy IP based systerms. There are no substitutes
for a fully encompassing approach to security policy
implementation and enforcement.
A solid, defensa-in-depth security policy will cover the
security needs of VolP (for more information on Defense
in Depth, see the Evolvel P whitepaper: Defense in Depth
through Managed Security Services).

Thils paper also covers SIP — the primary standard for VolP
enablement and implementation and how the collective
standards and development communities are further
mitigating VolP security concerns.
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Power
Traditional POTS (Plain Old Telephone Service) lines
in small office and home offices provide inline power
totelephone handsets. Larger offices with actual
telephone systems and handsets also get inline power.
SinceVolP handsets are connected to Ethernet instead
of POTS, power must be provided via alternate means.
One option is to add an adapter to plug the phones
into a standard power outlet, which is susceptible to
power outages like legacy PEXs. The second and more
desirable option is to replace the Ethernet switching to
the end points with POE (Power over Ethermet) switches
which provide inline power over standard Ethernet lines
sirmilar to traditional POTS. These switches can then be
backed upwith an on-site UPS (Uninterruptable Power
Supply) to ensure continued use of phones in the event
of a power outage.

Fallover Optlons

. In the event of a primary local access line outage (T1,
Fiber), fallover options are often lmited to IP-based
services. Since the intelligence of the PBX is located at
the business location, a loss of connectivity to the site
can render IP-handsets useless. Careful consideration
must be given to a POTS line or Internet Access
redundancy policy. This consideration is also important
inalegacy PBX environment. There is no fallover
disadvantage with using VolP, if it is effectively planned
Tor.

ESQMN
When a 911 call is made via the PSTHN (Public Switched
Telephone Metwork ), there Is address information that
is transmitted to a local PSAP (Public Safety Answering
Point) so that emergency services can locate the caller.
Due to the*virtual and possibly maobile™ nature of a VolP
end-point (handset or soft client), calls are technically
not originated from a “physical” location, complicating
the transmission of address information to the PSAP In
theevent ofa 911 call.
Due to regulations surrounding this, VolP PBXs and
Sarvice provider stations, must be “registered” to a
location so that they can be “logically” mapped toa
“phiysical” address which can be transmitted to the
PSAP inthe event of a 91 call.
Due to regulations surrounding this, VolP PBXs and
Sarvice provider stations, must be “registered” to a
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Iocation so that they can be “logically” mapped toa
“physical” address which can be transmitted to the
PSAR

Companies evaluating any VolP implementation should
understand this consideration and discuss options with
their service provider or integrator.

Maobility

Mobility has already been demonstrated as one of the
primary drivers for businesses considering VolP, however,
the maobility capabilities of the end-points differ based on
the various options of VolP implementation. Businesses
shiould discuss both long and short term mobility objectives
before planning their implementation and plan for effective
policy and administration.

Quality

SOHO (Small Office £ Home Office) and Consurmer-
oriented VolP offerings (Skype, Vonage) generally use

the Public Internet for transport of voice packets back

to the service provider, In any situation where voice
packets traverse the Internet, Quality cannot be assured.
Businesses should understand the implications of Internet-
based transpart and discuss it with thelr service provider
or integrator { for more information on packet prioritization,
known as QOS5 (Quality of Service) inthe WAN, please
refer to the Evolvel P Whitepaper: End to End Service Level
Management.

While these considerations should be taken seriously, they
should not be looked at as reasons to shy away from a
VolP implementation.  Awell planned and executed VolP
strategy can deliver call quality ratings similar to or better
than traditional TDM implermentations.

Implementation Optlons
Mow that we have discussed overall VolP benefits and
considerations, it is helpful tounderstand the types of
procurement and deployment options and their relative
strengths and weaknesses. Listed below are three types of
potential implementations as well as their advantages and
disadvantages.
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Purchased IP PBX
In this legacy scenario, the customer purchases or leases the
IP phione systermn and handsets from a PEX Vendor. Voice
and/sor Internet services are contracted separatety.
Advantages:
+  Benefits of implementing an P PBEX system
Allows Tor separate negotiation of voice ands/or Internet
services per location (although some may consider this
anegative)
It's tried, tested and “safe”

Disadvantages:

+ Custorner may still have to incur PEX maintenance
fees, software patches, MACS, efc.
Services may not be bundled in and the custormer may
still have to deal with multiple vendars.
Mobility options may be limited based on system and
provider offering and rely on users connecting to the
host site to access service.
Implementation of PEX is dedicated to the custormer
and depending on configuration, may be a single point
of failure,
A full data network (not tied tovoice infrastructure)
is generally required between sites for multi-location
deployments.
Capital expenditure on aswiftly depreciating asset
increases the TCO.
Limited Disaster Recovery and Business Continuity

options

Managed IP PBX

This is simply a different pricing option on above the typical
IP PBX deployment. In this scenario, the customer pays a
maonthly fee far an on-site PEX and handsets from a service
pravider rather than the standard lease/buy/maintenance
option. Voice andsor Internet services may or may not be
bundled in.

Advantages:

+  Benefits of implementing an P PBEX system
Custormer controls the timing and roll-out of new PBX
Teatures
Possibly lower operating costs and lower TCO over

legacy options
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